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Data Privacy for data in transit and

The Semantic Web o

Mike Davies

Where it all comes together:



Data privacy at rest vs in transit

----------------------------------------------------------------------------------------------------------------------

+ Personal data at rest
= Stored within a company’s network

+ Personal data in transit
Moved either within a public or private network

+ Industry and regulations has focused on the former
Rather than the latter
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The Semantic Web

----------------------------------------------------------------------------------------------------------------------

+ The Semantic web will make it easier to get data on any subject
from the internet

+ Data privacy will be impacted as the fog of information becomes
clearer

+ Fraudsters will use these tools to steal identities by looking at
multiple sources ("Phoraging")

+ Where security needs to be applied to protect privacy
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How much value to a fraudster Is there In data?
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So who says where the security line should be?

+ Privacy line position is very clear
- Name and Address (email or physical) is personal data

+ Position of Security line depends on following
- 1) Regional or country Data protection laws
— I.e. UK data protection act of 1998
- 2) Best practice in standards
- l.e. BS 7799, ISO 27001
- 3) Potential or percieved threat

— Currently “Potential threat vs value of data vs cost of solution”
— Should be “Potential brand or equity damage vs cost of solution”
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- 1) Regional or country based Data Protection laws

----------------------------------------------------------------------------------------------------------------------

+ Current laws in Europe all based on EU Privacy Directive
and then interpreted by the member states

+ In UK became “Data Protection Act of 1998"
Over 8 years old

+ The “dummies guide to DP law” says...

“Personal Data should be protected to an appropriate level of security
dependant on the potential for and implications of misuse”

+ In 1998 “the Security Line” was drawn
the internet has changed a little since then!
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1) EU Law based on “Physical world” (Postal Model)
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- 1) Regional or country based Data Protection laws

----------------------------------------------------------------------------------------------------------------------

+ Decisions were made on the “postal model”
= but one major difference

+ Consumer “feels” like they are “in the store”
Not reliant on a trusted third party to deliver (i.e. Royal Mail)
Even use the term “domain”

+ At best creates a “duty of care” for Site Owner
= To ensure that customers are safe

+ At least implies that the Site Owner should be worried
Brand and equity issues if there is a compromise
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2) Best Practice In standards

----------------------------------------------------------------------------------------------------------------------

+ British Standards BS7799

= Dictates best practice for online security

+ Standards only, no legal requirement
- However very influential in EMEA
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2) Best Practice in standards

+ EU Safe Harbour Standard
EU initiative to ensure security when personal data leaves EU

+ “Packets” of data could travel outside of EU
On their route over the internet within EU

+ EU Safe Harbour states

“Organizations creating, maintaining, using or disseminating personal
information must take reasonable precautions to protect it from loss,
misuse and unauthorized access, disclosure, alteration and
destruction”

+ This could ALONE give us enough reason to say that
best practice states that you should encrypt ANY
personal data
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3) Potential or perceived threat

+ Percieved threat to low value personal data is changing
Cost of processing power very different to 1998
Potential to build illegal “database” of personal data real
Use geo location software to correlate information?

+ “Packet sniffing”
Originally used for credit card data
Searches all data going into a site for known characteristics
No reason why it can’t be used for other data sets

+ Looking for real life examples but could be used for

Corporate espionage Spammers
Fraud Press
Blackmail Burglary
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3) Potential or perceived threat - Privacy Policy

(B = = o

File E

G
Addi Q.

‘ Addr
&

Thomson.

co.uk - Great Value Holidays from the UK's no.1 Tour Operator. - Microsoft Internet Explorer, provided by VeriSign

http:/fwww.thomson.co. uk - Thomson.co.uk - Great Yalue Holidays from the UK's no.1 Tour Operato - Microsoft .
(3) If vou waould like a list of our group companies or brands, please send us your request,

Qur registered address is at TUI UK Limited, Wigmore House, Wigmore Place, Wigmore Lane, Luton LUZ 9TM. Please address
your carrespondence to the Group Carnpany Secretary.

Foreign Controls

Outside the European Economic Area (EEA), note that controls on data protection in such countries may not be as strong as
the legal requirements in this country.

USE OF TOOLS/"COOKIES" AND LINKS TO OTHER WEBSITES

If our contact and dealing with vou is via our website(s), we may use "cookies". A cookie is a srall piece of data sent from
aur web server to your computer and stored in a text file on your hard drive. Cookies allow us to identify your computer but
not you personally. You can set your web browser to refuse cookies. However, yvou may naot he able to enjoy all the facilities
or boak via our website if vou do sa.

wie collect information relating to custorner trends and patterns and use cookies and software tools to measure site usage
and related infarmation. If you are making a purchase, we ray also use cookies to keep track of the transaction frarm one
web page to another,

Our website{s) may contain links to other sites not controlled by us, {1) These sites may send you cookies and collect data
and personal infarmation, We are not responsible for the actions, content or the privacy policies of those websites to which
our website(s) may link. (2) These sites may not be members of ABTA and, if not, ABTA protection will not be available. It is
your responsibility to check the status of these sites.

MONITORING

To ensure that we carry out your instructions accurately, to help improve our service and in the interest of security, we may
rmonitor and/or record: (1) your telephone calls; (23 custorner activities using CCTY recording equipment in and around our
premises; Ons and activities on our website, All recoraimge =t L gour sole property.

SECURITY STATEMENT

ve have taken all reasonable steps to have in place appropriate security measures to protect your infarmation.
T ——

CHAMGES TU THIS™™

any changes to this Policy will be either posted on our website, brochure and/or rade available on request. We will strive to
ensure our practices comply with the most current available version of this Policy.

This Privacy Policy was last updated: September 2005

departing from Boumemouth, Coventry or Doncaster, such sale will not be covered by the ATOL protection, unless specifically refermed
to within the booking process. Dur ATOL number is ATOL 2524, ATOL Protection extends primarily to customers who book and pay in

@ The air and shown on this web-site are ATOL Protected by the Civil Aviation Authority. Should vou purchase a flight
ABTA the United Kingdom. Click onthe ATOL logo if you want to know more

@ 2006 TUI UK

EREl
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3) Example Threat 1 — Burglary Database

'(*\. .....................................................................................................................
To: enquiries@Honeymoonholidays.co.uk
From: mikedavies@heatmail.co.uk
Subject: Brochure request
Please help!!!!

We are looking for ajholiday|destina
2006. Can you suggest anywhere?

Lst October 2006 to 15th October|

We would also really like to see a “worse a .pdf we can print out here

If .pdf please email to:
mikedavies@heatmail.co.uk

If Phvsical co lease send to
|111 Main Streeti Chiswick; Lond

Alternatively if you have arepres

an get me oy 0208 511 7856.

Thanks!

Mike Davies

holiday 1st Octobe: October 2006

111 Main Street, Chiswick, London, W4 1AA, UK
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3) Example Threat 1 — Similar example in US

(B = = o

A Georgia Sex Offender Maps - Microsoft Internet Explorer provided by VeriSign

File Edit Wiew Favorites Tools  Help

Qﬁack < \J Iﬂ Iﬁ h /,_‘J Search \_:n'\'_(Favmrites Q} <] ~ :.; Iy_fl v J ﬂ ‘3

Address |ﬁj http:f fuva, geargia-sex-offenders. comjmapsfoffenders. php v

Blce ks *

™ -
Georgia Sex Offenders.com Select city: =

Georgia Sex Offender Maps and Alerts - Sex Offender Alerts - About
Ads by Google -

Lord, Jimmy Ray Cffenders shown on the ma
Sex Offender Database 196 Go Kart Rd, Baxley 31513 Cordera, Robert

Instant Access to All Info
Same Database Govt
Uses

. people-search com

O 6348 Golden Isles West
Baxley 31513
Dasher, slexander Jr

O 2756 Old Surrency Road
Baxley 31513
Garcia, Moses

033 Oak Yiew Drive, Baxle
21513

Lasseter, Guy Desxter
O 3355 County Fartn Road
Baxley 31613

Lord, Jimmy Ray
(©) 196 Go Kart Rd, Baxley

Sex Offender Registry
Why? Be The Yictim Of
Crirnel Dyejet® Blue DMNA.
Free Introduction

. dyejettheofiender.com

Crime: Child Molestation

Link to more info and a larger picture

Sex Offender Records

Online Background & 31513
Criminal checks Search / . Roberson, Larry B
our huge database today! Q- g, : O 523 Quail Hollow Road
v CouttR e cardsd. org Baxley 31513
Sex offender reqgistry @ Offende:rs below not shawn
Including registered on map:
address, cases alias, Q, Akins, Robert W
charge, comwvictions and 8806 Blackshear Hwy N
mare Baxley Baxley 31513 B
. courtre cardsloskup. cam Muni Carter. William alton

-~ 2684 Buck Williams Rd

Baxley 31513 v
Eree Sex Offender Google Niap data 2006 Tele Aias - Terns of Use =
Mapping < | >
Find Out Who Lives Mear e
@ Done % # Internet

i4 start
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3) Example threat 2 — Spammers

'(*\. .....................................................................................................................
To: enquiries@Honeymoonholidays.co.uk
From: mikedavies@heatmail.co.uk
Subject: Brochure request

We are looking for a holiday destinati 2\ CO- 06 to 15th October

——
-

-
-

————————— can print out here

-
-
-
-
-
-
-
-
-
-
-

If Physical copy ple i
111 Main Street, Chig __-—""_ .

-
-
-

Alternatively if you h get me on 0208 511 7856.

Thanks!

avies

mikedavi(;s@heatmail.co.uk

honeymoon | Mike
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3) Example threat 3 — Government

(B = =

<M Pentagon sets its sights on social networking websites - tech - 09 June 20086 - New Scientist - Microsoft Internet Explorer proyv

File Edit ‘Wwiew Favorites Tools  Help

u J @ @ ;j /:\J Search ‘f;:( Fawarites 63 [?{v :,, ] - _J ﬁ ‘3

Address |@ httpef fwnan, newscientist, com/article/mgl 9025556, 2007 DCMP=NLC-nletternsref=mg 19025556, 200 V| G0 Links >
—— =

RewSuMME  SUBSCRIBENOW '
.~ OFFER FORAEXTRAFREEISSUES L podcast

SUBSCRIBER LOGIN

USErname
passward: —
Your login iz case-sensitive
Log in
Solar flares will disrupt GPS in
201 Pentagon sets its sights on social networking [E5 rranr [0 seno [ revos [ G2 svnoncane | | Foradilen vour password?
. . m Subszcriber? Register nowl
Mega-mourtains spurred websites et
explosive evolution B SURECHDE NoMY
" . o June. QD_DB X m  [nstitutional Subscribers
First female space tourist MewSciertist com news service ]
zately back on Earth Paul Marks = Athens login
Mums help chicks if dad was
uglly
Disappearing’ lahes may dot "l A continually shocked and appalled at the details people Tools
it woluntarily post online about themselves.” So says Jon Callas, Lo [T
Self-healing material also chief security officer at PGP, a Silicon Valley-based maker of B oddl
pinpoints damsce encryption software. He is far from alone in noticing that fast- tedd
Dust mite droppings damade growing social netwarking websites such as MySpace and
zhin's defences Friendster are a snoop's dream.
Intel shaves off many-core Mew Sciantist has discovered that Pentagon's National Security o certeio. vz |
MICrORrocessars Agency, which specialises in eavesdropping and code-breaking,
ALL LATEST MEWS i5 funding research into the mass harvesting of the information
that people post about themselves on social netwarks. And it Related Articles
could harness advances in internet technology - specifically the . o .
Subseribe forthcoming "semantic web" champianed by the weh standards Software could add meaning to ‘i links Click here
e s s | OFganisation WW3IC - to combine data from social netwarking 07 une 2008 to find
HEWSCIEﬂﬂSt websites with details such as banking, retail and praperty Irterviesy: i clicks of separation :
- recards, allowing the NSA to build extensive, all-embracing 26 April 2008 out more 2
e i L | 1 FA L Linial 1
@ ® Internet
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http://www.newscientist.com/article/mg19025556.200?DCMP=NLC-nletternsref=mg19025556.200

3) Example threat 4 — Entrepeneurs

f*\------.._-----------------------------------------_--------_-----_--------------.

W

Zillow - Real Estate Search Results - Microsoft Internet Explorer provided by VeriSign

File Edit View Favorites Toaols  Help

eBack . -2 | \ﬂ @ _;\J /.-\JSearch "‘-T/r\\_rFavorites e} <]~ L__f l)_/] < _J ﬂ

Address |€| http:,l’,l’www.zillow‘com,l’search,l’Search.htm?addrstrtho0c‘fmeden+way&citystatezip=mounta\n+view+caIiFDrnia&mode=search V| Go Links

BBeta
‘ Z|Ilow'com Welcome! Please Sign In. MNew to Zillow? Register here.

Your Edge in Real Estate

Home Map & Search How to Use Zillow Financing My Zillows

I Address OR Street OR Neighborhood City, State OR ZIP
WAL iRy (Rl |2103 creeden way Hmountaln view california | T Advanced Search

Showing 2103 Creeden Way, Mountain View, CA 94040
See homes for sale
i )

/7 o ZIEREALTY
\15 Jhdi LoanWeb

Find Today’s &
Low Rates

*
$$n4v-$981’l<9 4|d‘-"15$919
CREEDEN WAY

Hormes

Street

Loan Type:

Refinance ~
2103 Creeden WAy . s
Mountain View, CA 94040 . |
K34 (approsimare map location) Ny = Start Herel
S EEER 4 800 o —r ‘ Gt Multiple Losn GQuates
See home details . Y ——

* See bird's eye map

“\Wiew comparable homes -" f
- 8 Shop For A Loan
T - -

« Refinance Today

City

o = A > . = x o
© 2006 MAVTESD | @ 2006 Slobexrplarer and Suppliers | @ 2006 Proxix

# Address Hore Type BR BA Zestimate™ Home {sg ft) Lot {sg ft) wear Built Date Sold e Lower Your Payments
M 2103 Creeden wax Sinale 32 $1.045.590 1.715 7.840 1952 05/03/1995 o Pav Off Your Debt ¥
&) Done 4 Internet
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http://www.zillow.com/search/Search.htm?addrstrthood=2103+creeden+way&citystatezip=mountain+view+california&mode=search

Some guestions for the ICO

----------------------------------------------------------------------------------------------------------------------

+ Do you feel that companies should protect consumer
data in transit?

+ If so, do you think the Data Protection law gives you
adequate powers to enforce protecting data in transit?
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Where it all comes together:
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