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Where it all comes together.”



The Internet Is Real and Global

1b Internet users, 75% non-U.S. 2b wireless subscribers

70m Chinese 70%+ Korean

Internet users < 30 _
broadband penetration

180m global

60m iPods broadband subscribers
1b cumulative iTunes

100m MySpace users
100m Skype users 34m active blogs

Source: Morgan Stanley «é‘riSig-Ilg I




Yet, It's Only the Beginning

Media & Entertainment

VoIP Access Lines

Supply Chain

Advertising

Retail Commerce

Internet

Wireless

4 Sources 2006: Forrester, PwC, IDC, In-Stat, eMarketer, TIA and VeriSign

Digital (%) Total
2005
14.1%
2005
29.4%
0% 10%  20%  30%  40% 50%  60%  70% 80%  90%  100%
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What Could Go Wrong?

Meet “Wicked Rose”

Young
Methodical
Global
for Hire!

42% online shoppers more nervous about attacks:

More cautious where
712%

purchasing goods online

More careful entering 0
sensitive data on sites 62%

Buying fewer items 33%,

than otherwise would




The Internet Makes It Easier to Steal

A Breach affects 40M~ credit cards - Jul 27, 200%5 - Microsoft [nternet Explorer

File Edit Wew Favorites Tools Help ,'f
. = a o »

eBack M > \ﬂ Ig _,lﬁ P ) Search ‘i:( Favorites {E‘} <] ~ = = J

Address @http:,l’;‘money‘cnn.com;’ZDDS,I’DS,I’1T,inews,l’master_card;‘index‘htm [V] G0 Links **

COLng].E G~ G0 4 G @ Q ﬁ - 9y Sookmarksw ¥ @Sett\ngs-

s
The Internet home of: FORTUNE NMomney BUSINESS 2.0 o i L Subscribe to Fu[ ]
AWMoneycon- o vores T v

News

HOME | HEWS | MARKETS | TECHNOLOGY | JOBS & ECONOMY | PERSONAL FINANCE | LIFESTYLE | REAL ESTATI

SEWE | EMAIL | FRINT |

40M credit cards hacked

million MasterCards.
July 27, 2005 &:16 PM EDT
By Jeanne Sahadi, CNW/Money senior writer

Breach at third party payment processor affects 22 million Visa cards and 14

NEW YORK {CNN/Money) - Over 40 million card
accounts were exposed to potential fraud due
to a security breach that occurred at a third-
party processor of payment card transactions,

Special Report

MISSION:

SECURITY

Full coverage

MasterCard International said last Friday.

"It looks like a hacker gained access to
CardSystems' database and installed a script that
acts like a virus, searching out certain types of
card transaction data," said MasterCard
spokeswoman Jessica Antle,

<]
9:] hktp:ffmoney .cnn.com{magazinesjbusiness2|

Related stories

+ Fund clients vulnerable to 1D
theft?

+ D theft: The real risk

+ Namane control for identite

0 Inkernet




Consumers Make It Harder to Secure

Mobility & + Anywhere
InformationhEa + Anytime
crtertain AL + Any Channel
Communication  &r------------ + Any Device
Consumption &-------------- + Any Product
Lifestyle ... + Any Me

More convenience...Less Security!




The Good Guys Are Not Working Together

'."_"
+ Geo-Political + Global Threat
Boundaries :
+ Target Rich
+ ldentity Silos Environment
+ Point Solutions + Multi-Faceted Attacks

I
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Meanwhile, The Bad Guys Are Innovating

Tnvestrent Times flert: STRONG

We Told you at 31 and now its 40 and we think
it goes 10 $1 on expected news this week.

ET TS T TR i e e e e T w0
Hevbin Pingehuan Phanvaseutisal PGCH
Current Frice 0.40
Shares Outstanding: 20 Million =
Market Capitalization 6 Million EANECHNS) P
Short Term Target: $1.75 gl T e o
12rmomth Targst $10.00

We told ou thers was going to be a BIG move and we where xi
PGCN MAKES HUGH MOVE, We can't wait uitil Wedresday!!

sebtabicktd [NYESTER: ALERT 1SSUED FOR. Wednesday st
HARBIN, China, /Xintna PRNewswire-FirstCall -- Habin Ping,
Pharraareutical Holding Co. Ltd. (OTC Bulletin Board: PGCH -
"PINGCHUAN") announced today that PINGCHU &N signed a P
Agresment with the Guangiong Medicine Group Co. Ltd, {'GD
Under the terms of the agreerment, PINGCHUAN will anthorize G
Tranchisee in five southem provinces of Chia. With respect to the
GDMC interls to purchase approximately U532 00rmillion worth
PINGCHUAN's phanqaceutical products in 2005. By cooperatirg]
PINGCHUAN will greatly enbance the marketing network and sal =
Southemn Chira,

0 L. L
Copuar ight_ 2006 Tahoa Enc.

Reason:
ake no mistake: Oux mission at SmallCap-Investors is to chw our way

thiugh the thousends of undexperforming companizs out there to find the golden
needle in the haystack the micro-cap DIAMOND that can make you rich. More
often than not, the stocks we profile show a signifieant increase n stock price and
sometizaes in days, not raorths or years. We have come across what we fiel is one
of thase rear deals that the public has not head sbout et

*RGO0D LUCKH*

EMAIL (Pump and Dump)

Ventajas Ventajas

Take Home:
Multi-Faceted

sobres: sobresaliente:
al servici al servicio de
suném su némina

ey | e =] =




Operating Intelligent and Global Infrastructures

MetaFisher Command & Control Center

+ Professional grad

Top 10 Counries Top 10 new counties today Top 10 Countries arder by bat”s reports
Country Rating Country Rating comman d ce nte r
BE United States 8322 28% Brazil 202245 37%
Brazil 5558 20% EE United States 135508 25% + Controls bots across the
Bl Turkey 3131 10% Country  Rating Bl Turkey 47428 9% world and allows targ eted
B china [EC s I I | g3y, WmPoland 21675 4% ttack
& Spain 1020 3% i R a}lan e B china 16209 3% attacks
o Kores 935 3% Elur F_Tf 1 33% n Fortugal 12080 2% + | f t t b
I 1exico anz 3% t.:TI- s B Fussia 11947 2% nirastructure can be
Bl France 582 3% indd T Spain 10804 2% rented by the hour!
mm Poland 808 3% I Mezica 9492 2%
B Fussia 570 2% I France =le 2%
Tatally: 100
Criminals Track Top 10 bot versions 0 500,000 Take Home-
bots by Bot et Bot Reports :
Country version = Are Stolen by .
200 29959 100% This Variant ng h Iy
] config 3 0%
CE | Sophisticated
tataly: 3 <= Several Variants Tracked

| VgriSign@ I



Running Well-Oiled “Businesses”

VISA, MasterCard USA (with cvv2 code)

KOIHM4eCTBO HIeHTH MEALs nena & $USD
5-30 ecTh B IpONaKe 50
51-100 ecTh B IpONaKe 4.5
101-500 ecTh B IpONaKe 4.0
501-1000 ecTh B IpONaKe 30
1001-5000 ecTh B Ipofaxe 20
Gonee 10000 ecTh B Ipofaxe MHIIHTE

Ecnu Bam HykHO bonee 10000 xapt, cBoxuUTecE © Hamu, Omd Bac Byger
OTAeNbHAA CKHIKA

Discount Pricing

1 [25.09.03 19:44] MWy ucnonHuTeneii DDOS atak  Miracle

TpebyeTca coeplaTe DDOS aTaku Ha LUeNbIiA pag 04eHb
XOPOLLO 3aLMLLEHHBIX CAMTOB, UCMOMNL3YIOLUX AMHAMUYECKIE
DNS, BblgeneHHble CISCO firewalls u gpyrue wty4Ku.

Bbicokasi onnaTa M NOCToAHHOE coTpyaHn-ecTso (6-12
MECALEB).

Bce npeanoxerus B ACHO (249063618) - Ha4MHaowmM npockba
He GecriokouTb.

AHOHVMMHOCTb FrapaHTUPYETCH

Online Marketplace

Money Mule Operations

* Hired for Part-Time Work

*Eam 32,000 - $10,000 a Month or More

* Stolen Monies Dapasted into Mule Account
* Mules Wire Gash to Offshore Account

* Dozens of Fronts, Hundreds of Mules

1. Cyber-Front Created

"_aﬁ'wi

2. Mulss Solicited & Hired

@
IDEFEMSE ™ Copyight 2008

Money Mules

Take Home:
Highly
Organized




And They’re Coming After You!

+ |D Theft Rapidly Growing
= 10M Adults victimized
- $15B in total losses
50 Million accounts compromised
25% Year to year Growth

Are You Scared Yet?



Raising the Identity Security Bar

The Four Pillars of Successful Identity Security Solutions

#1. CONVENIENT #2. GLOBAL

+ The security that we introduce + We need to move away from
must not disrupt the point solution and apply a global
convenience of the Internet infrastructure approach

#3. COMPREHENSIVE #4. COLLABORATIVE

+ Bad guys always move to the _
weakest link. The user, the No one can do it alone. The
desktop, site front-end and industry needs to take a

backend must be strengthened collaborate and fraud
intelligence must be shared

across boundaries

VgriSign@ I



Anyone Would Dare Trying?

+ Ciritical internet infrastructure operator (DNS and SSL)
+ Recognized and trusted by millions of Internet users

+ Security provider to financial institutions and online merchants

VgriSign@ I



Introducing VeriSign ldentity Protection (VIP)

Intelligent Infrastructure for ID Protection

VIP VIP
3 | Fraud Detection Authentication
@verISIgn

Identity
VIP Network

Protection
Two complementary services enhanced by a “Network Effect”

) Csee[




An ldea Inspired by the Offline World

+ An ATM card works across all the Banks on the Cirrus Network
+ A VIP Device Works Across all the Web sites on the VIP Network

Online Banking Sign In | | Learn More About:

Checking and Savings
Checking Accountz | Savings

Login
u ) Credit Cards and Prepaid (
=EmMmame. Credit Cards | Gift Cards | You
Need frauo e
Passwaord: 5 Loans and Credit Lines

Home Mortagage | Home Equity
Auto Loans | Personal Loans

intell
sharing

Investments and Financial
Investment Services | IRAs | M
Private Consulting | Trust Serv
Forgot your Account Number? Learn about Investing

VeriSign
Identity
Protection




A Demo Speaks More than Thousand Words

Convenient
Comprehensive
Global

Collaborative

A

ldentity Protection Infrastructure

VgriSign@ I




Global and Sharing Communities

SCHWAB PayPall

3M Accounts 100M Accounts

e YaHOO!

181M Registered 200M Users

Shared VIP Authentication Network

VgriSign@ I



Industry Collaboration

osoft Internet Explorer

File Edit View Favorites Tools Help "‘.'

s = i k!
G Back * (o) \ﬂ @ _lj P ) search i\? Favorites 6‘; e _J ﬁ
dress @ http:/ .thestreet.com/_googlen/newsanalysis/techsoftware/10314107.himl?em_ V| Go Links ¥
Goaogle |—Cv symantec verisign v | Go o Ga ER v+ 9% Bookmarksw Ehoblocked | "7 Check » ¥ (@ settings~

A~

Norton Antivirus &) -

TheStreet.com e

Thestreetcom = Realllonev.com | Streetinsight

Jim Cramer Hews & Analysis | Personal Finance Video and Audio | TheStreet Subscripi
University Services

| ATEST VIDEQS News & Analysis: Technology

Cramer: Technology a Must
Friday Wrap: GE. HD

0 second savings: Buying a Home

EMAILTHIS

symantec.

5 Symantec, VeriSign in Identity Theft Alliance

- By Katie Dean

The Street.com Staff Reporter
10/10/2006 1:12 PM EDT

Click here for more stories by Katie Dean

Funny Money: Who Are YouTube?

CEO Interview: VooDoo
Iech Review: Mokia F62

Symantec (SYMC - commentary - Cramer's

Neekly Wi Al G
Weekly Ecanomic Wrap Take) and VeriSign (VRSH - commentary -
Personal Finance: Tax Tips Ill Cramer's Take) are pairing up to fight identity

theft on the Intemet, the security companies
said Tuesday.

| ATEST NEWS

cGuire Out at UnitedHealth Symantec will support the VeriSign Identity

Ditholtz: Weekend Linkfest Protection (VIP) authentication serice, which

nutholtz. Vveekend Linkiest & . o : IT'S YOUR BUSINESS O
gives onling users the ahility to access multiple MAKE IT LOOK GO

Altucher Weekend Blog Watch " . y
- sites using one password
laven: Context is King

Nhat a Week: Fed Fallout The VIP tanl will he availahle tn Sumanter's




Conclusion: It Is Time to Share!

+ Fraud and the fear of fraud are significant long-term threats to
Internet growth

+ News solutions must emerge that are adapted to the challenge
Consumer-centric
Layered defense

Global approach

+ The identity silos and the industry must come together

VgriSign@ I
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