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Patching

+ The IT environment is becoming even more 
complex

+ Increasing threats from vulnerabilities and 
malicious sources

+ Cost of patching can run into millions annually 
and take up valuable resource
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How do we prevent unnecessary patching?

By providing an Enterprise with timely 

information on cyber related threats which 

result in better management of risk
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The problem – Complexity of the threat

+ Targeted attacks

+ Zero-day vulnerabilities  

+ Exploitation with criminal intent

+ Fast spreading worms
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The problem – Multiple sources

+ Dozens of security mailing 
lists

+ Hundreds of security websites

+ Hundreds of information 
security news outlets
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The problem - Reporting

+ Conflicting or incorrect information

+ Amplification effect

+ Repeating inaccurate information

+ Inaccurate threat assessment

+ No actionable data
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The problem - Timing

+ News, not intelligence

+ Too late to be actionable

+ No trend and forecasting component
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The solution – Bringing it all together

+ Aggregate data from public sources

+ Process/Filter data

+ Augment with data from private sources

+ Expert verification 

+ Threat Assessment
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The Difference Between MS05-039 and MS05-051

+ When to Emergency Patch
▪ MS05-039

+ When Not to Emergency Patch 
▪ MS05-051
▪ Large financial customer saved $1.5M
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When to Patch – MS05-39
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When to Patch – MS05-39, why?

+ PnP was exploited by ZoTob

+ Attack speed

+ Actors involved important, and threat 
is critical

+ Underground activity 

+ Intelligence gathering and analysis is 
key
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Day 1 Day 2 Day 3 Day 4 Day 5 Day 6 Day 7

MS05-039 PnP (ZoTob.A) Case Study

Aug. 13, 2005:

Increased under-
ground chatter. 

Aug. 9, 2005:

Vulnerability publicly 
released, rated as 
critical by several 
sources, including 
Microsoft.

Aug. 11, 2005:

Public exploit code 
discovered.

Aug. 15, 2005:

Seven known bots 
reportedly exploiting 
the MS05-039 
vulnerability.

Aug. 14, 2005:

The Copa.A  tool is 
discovered.

Aug. 16, 2005:
Day 8:

Network operations at 
CNN and ABC are 
impacted by worm 

outbreaks.

Aug. 12, 2005:

New public exploits 
released, including 
one by HOD; a well-
known hacker group 
associated with the 
Sasser worm.

iDefense told 
customers to 
patch 2 days 
before impact
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“Diabl0” and “C0der”

August 9, 2005:
iDefense Malcode Team 
starts monitoring 
underground sites for 
chatter and exploitation 
tools

August 12, 2005:
iDefense upgrades 
advisory to 
EXTREME due to 
public exploits 
including one by 
HOD.  A snort 
signature is added to 
the alert.

Sept. 9, 2005
From a Russian hacker 
website – a complex 
bot that exploits a PnP 
vulnerability is offered 
for sale for $500 USD

This is likely the 
marketplace 

environment in 
which ZoTob was 
made available.
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When NOT to Patch – MS05-39
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MS05-051 – When Not to Implement Emergency Procedures

+ Three vulnerabilities in MS05-051 are 
discovered in March 

+ The release of MS05-051 generated 
very little underground activity, as 
compared to MS05-039 in August

+ Privately traded exploit code exists, but 
is not in the hands of known actors or in 
the wild
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MS05-051 – When Not to Implement Emergency Procedures

+ It is confirmed that this vulnerability 
could be exploited over TCP port 1025.

+ Simply blocking TCP port 3372 (the port 
on which MSDTC listens) did not
eliminate the threat posed by this issue.

+ Functional malicious code has not been 
seen in the wild



17
Contains VeriSign Confidential and Proprietary Information

MS05-051 – When Not to Implement Emergency Procedures

+ Other sources instructed people to 
emergency patch 

+ Example of amplication effect of 
unverified information

+ iDefense customers told not to patch 

+ Large Financial customer saved 
$1.5m by not breaking normal 
patching cycle
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In summary

Deep threat intelligence provided by iDefense can

help you make the right decision on patching 

saving you time and money
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