\fgriSigw DEFENSE ©

The Importance of Security
Intelligence in Protecting
Customer Data and Corporate
Assets

By: Ramses Martinez
Director Malicious Code Operations

iDefense, a VeriSign Company

Where it all comes together:

Contains VeriSign Confidential and Proprietary Information



+ Goal
+ Defining the Problem

+ Solutions

+ Intelligence in Action (Case Studies)
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To provide and Enterprise with timely information on

cyber related threats which result in better

management of risk.
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Defining the Problem

----------------------------------------------------------------------------------------------------------------------

Complexity of the Threat
+ Targeted attacks
+ Zero-day vulnerabilities

+ Exploitation with criminal intent

+ Fast spreading worms
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Defining the Problem (Cont.)

-----------------------------------------------------------------------------------------------------------------------

Sources
+ Dozens of security mailing lists

+ Hundreds of security websites

+ Hundreds of information security news outlets
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Defining the Problem (Cont.)

Reporting

+ Conflicting or incorrect information
+ Amplification effect

+ Repeating inaccurate information

+ |naccurate threat assessment

+ NoO actionable data
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Defining the Problem (Cont.)

Timing
+ News, not intelligence

+ Too late to be actionable

+ No trend and forecasting component
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Solution

Bringing it All Together
+ Aggregate data from public sources
+ Process/Filter data

+ Augment with data from private sources

+ Expert verification

+ Threat Assessment
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The Difference Between MS-039 and MS-051

.........................................................................................................................

+ When to Emergency Patch
- ZoTob/MS05-039

+ When Not to Emergency Patch

MS-051/Large Financial Company example
- $1.5M Saved
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Why is PnP/ZoTob Important?

----------------------------------------------------------------------------------------------------------------------

+ Attack speed

+ Actors involved are important, and the threat is
critical

+ Underground activity

+ Intelligence gathering and analysis is key
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MS05-039 PnP (ZoTob.A) Case Study

----------------------------------------------------------------------------------------------------------------------

" Aug. 9, 2005:

Vulnerability publicly
released, rated as
critical by several
sources, including
Microsoft.

~ Aug. 11, 2005:

Public exploit code
discovered.

" Aug. 12, 2005:

New public exploits
released, including
one by HOD; a well-
known hacker group
associated with the
Sasser worm.

Aug. 13, 2005:

Increased under-
ground chatter.

Aug. 16, 2005:
Day 8:

Network operations at
CNN and ABC are
impacted by worm

outbreaks.

Aug. 14, 2005:

The Copa.A tool is
discovered.
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' Aug. 15, 2005:

Seven known bots
reportedly exploiting
the MS05-039
vulnerability.
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Fmanmal Customer’s Timeline

Sunday, Aug. 14, 2005
2:00 PM -
Cyber Response
declares MS05-039

Critical and enters
72 hour Emergency
patch cycle

Friday, Aug. 12, 2005

8:00 PM
Response convenes call
with Assessment
Team to mobilize
decision makers and
support teams
and advise of changing
threat environment

-I._‘-

Tuesday, Aug. 9, 2005

Microscft releases
MS05-039
Bulletin and Patch

4 Y

Tuesday, Aug. 16, 2005

Network operations at
CNN and ABC are
impacted by worm

cutbreaks

Wednesday Aug. 17, 2005

08/14/2005 - 0817

i /1 TIHD0S
Emergency Patchjig

-

Sunday, Aug. 14, 2005

Thursday, Aug. 11, 2005

[ : ™
11:30 AM
e;mfgfsxﬁéy First ZoTob worms
released two days discovered ‘in the wild'
after the bulletin release
o

Friday, Aug. 12, 2005
6:00 PM - MS05-039 Risk
rating escalated to
EXTREME

Tuesday, Aug. 9, 2005
(High risk advisory issued)
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New malicious code
variants exploiting the
MS05-039 vulnerability

being discovered

Monday, Aug. 15, 2006

Seven new malicious each day
code variants discovered
within 24 hours Tuesday, Aug. 16, 2005
RBot. BJT rated EXTREME
and spreading rapidly
worldwide
iOEFENsSE




“DlabIO” and “COder”

MNoanvncka Ha Temy | Coobwwb apyry | Bepova ana nevarm

Caservice Aarta Sep 9 2005, 01:51 AM [UuTHpOBaTh

E-DDﬁLLI,EH CyOA no ecem 2aellHKM TOMKEIM 3T DOTEl CTEHOEATCA MHTEPECHEIMK,

EuT
BOT ECTE NPMEATHEIM G0T TKCF. Mpoaas za 500%, TONBKO YEPEZ / Sept 9’ 2005 \EJ‘IEITI:

Opodune H3 MpHEaTa natnye
Mpwnna: Members .
ComtuemiL From a Russian hacker
apervnea: 3-Septernber BoofWweM 4To OH genaeT - A
M H | -

posvipasTs AR 1) AA0C - CHH, YA, MM, MTHHC WebSIte a C(.)m plex
EE_“‘ST"E”)“S . 21 HaroH Tpadida - cney, fyHELKA - HaroHAeT TpadhdHk NyTeM 3 bOt that eXp|0|tS a Pn P

nonagaeT Ha Apyrke calTel - TOBCTE 383xX04KMT Toneko Ha cTpaHkyl  \/U I nerability iS Offered
for sale for $500 USD

weh-hack.ru

I

- forum.web-hack.ru

- web-hack.rufbleh1

- web-hack.ruftest.html

(1) BHWMaHKe - onA cnabelx cadToe rae npobn
¥MAcTek MMHYT Ha 10 - ocofeHHo ecnk Go

QL vnK ¢ TpadoM - NYYWE HE WMEMLITEIEATE TAK KAK CAMT MOXET
OTHET

3) YEpEL - pACMONzaeTcA Yepe
- 13 PnP - oyeHHE GeicTpo
- 21 veritas - NonNagaeT Ha MHOMD CEpEEQOE
- 31 LSASS/DCOM W ocTaneHaA KNaccHKa
-4 Tak #e BpyTHT Nnacce anAa netBios
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MSO05-051 — When Not to Implement Emergency Procedures

+ Three vulnerabilities in MS05-051 are discovered in March

+ The release of MS05-051 generated very little underground activity,
as compared to MS05-039 in August.

+ Privately traded exploit code exists, but is not in the hands of known
actors or in the wild.

+ It is confirmed that this vulnerability could be exploited over TCP
port 1025.

+ Simply blocking TCP port 3372 (the port on which MSDTC listens)
did not eliminate the threat posed by this issue.

+ Functional malicious code has not been seen in the wild.
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